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Positive Developments since the 2016 Qut-of-Cycle Review of

Notorious Markets

Since the release of the 2016 Notorious Markets List (2016 List) on December 22, 2016,
some market owners and operators undertook notable efforts to address widespread availability
of pirated or counterfeit goods in their markets. The United States commends these efforts, and
encourages governments, right holders, service providers, and the owners and operators of these
and other markets, including those newly identified in the 2017 List, to engage in sustained and
meaningful efforts to combat piracy and counterfeiting.

In 2017, the operator of Sharebeast pled guilty in United States federal court to the illegal
distribution of copyrighted music and albums on a massive scale following charges by federal
prosecutors. Law enforcement in the United Kingdom (UK) and the Netherlands assisted in
2015 with seizures of the Sharebeast and related domain names. Several sites that used the
Sharebeast platform and that were previously nominated for inclusion on the List, including
Emp3world, Viperial, AlbumKings, AudioCastle, and imImusic, have also reportedly shut
down.

During the past year, some previously listed online markets have been the subject of
successful enforcement efforts. For example, an unauthorized stream ripping site highlighted in
the 2016 List, youtube-mp3.org,’ recently shut down as a result of a civil action and other sites
have reportedly stopped promoting or allowing unauthorized audio ripping from music videos
and legitimate streaming services. Though circumstances exist where stream ripping could be
tawful, such as if the content were licensed for that purpose and the conversion were permitted
under the legitimate service’s terms of use, the operations of many unauthorized stream ripping
sites reportedly continue to contribute overwhelmingly to copyright infringement. One such
example, Convert2mp3.net, appears in the list below.

Nanjing Imperiosus Technology Co., Ltd, which reportedly provided domain name

services to illegal online pharmacies, is no longer operating and no longer appears in the List.

3 Only previousty- and presently-listed markets eppear in bold text. [n contrast, markets that have not appeared on
this or prior year’s Lists are not in bold text. When 2 paragraph includes multiple references to a market, only the
first instance appears in bold text. Previously-nominated markets are not bolded unless they have also been listed.
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The Internet Corporation of Assigned Names and Numbers (ICANN) terminated the Registrar
Accreditation Agreement with Nanjing Imperiosus in January 2017 for continued breach of the
terms of the Agreement, including failure to provide records to ICANN related to abuse reports.

The previously listed Putlocker operation, known for streaming of pirated movies and
television shows and formerly operating as Putlocker.is and Putlockers.ch, is no longer
functioning, although third party phishing scams may be using the Putlocker name to prey on
users. After four years on the List, Extratorrent is removed this year as operators announced in
May 2017 that they were shutting down Extratorrent and its mirror sites.

Some previously listed online markets reportedly took various measures to prevent and
deter infringing activities. Such measures include accelerating responses to infringement
complaints; entering into licensing arrangements with right holders; developing technology to
identify or prevent infringing uses of platforms; and engaging with right holders to develop
cooperative procedures.

Several country code top-level domain (ccTLD) registrars, including for the Spain and
European Union (EU) ccTLDs, stepped up efforts this year to enforce their c¢TLD policies. For
example, Red.es (a public entity) cancelled seven websites with the Spanish ccTLD “.es
following the request of the Spanish Intellectual Property Commission as provided by Spanish
law.* The United States encourages other countries and ccTLDs registrars to take similar steps.

Again this year, the List highlights online piracy sites that are funded by advertising
revenue. According to an independent review of the top 5000 IP Infringing URLSs in the United
States, EU, and Australia, about 25-30% of advertising on websites posing an IP risk are from
major brands.> One advertising network based in Canada, WWWPromoter, is reportedly the
fastest growing ad network among infringing sites and provides services to notorious markets
listed below, including primewire.ag and 123movies.to. In recent years, several governments

and private sector stakeholders have developed innovative approaches to disrupting ad-backed

4 Law 21/2014, 158ter(5); See Report on the Activities of Section Two of the Intellectual Property Commission
(Data as of Qctober 1, 2017), available at http://www.mecd.gob.es h.ullura-me(.df‘dmsfmt.(.du.ultula-me.u..d/dreaa-
cubtura/pro :uhmdmtclc-.tua I/lucha-contra-la-pirateria/2017 30 Report-Seec?-

CPI22017 30 Report%208ece2%20CPLpdL.

% See hittps /A www.white-bullet.com/quarterbv-reporty,
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funding of infringing sites. In the United Kingdom, the London Police Intellectual Property
Crime Unit (PIPCU), with funding from the UK Intellectual Property Office, seeks to cut off
advertising revenue to copyright infringing sites. PIPCU maintains an Infringing Website List
that advertisers, agencies, adtech platforms, and other intermediaries can consult and decide
voluntarily to cease ad placement on those sites.® Since 2015, the French Ministry of Culture has
facilitated a voluntary Code of Good Advertising Practices for the Enforcement of Copyright and
Neighboring Rights between right holders, advertisers, and advertising professionals to
contribute to the fight against piracy, promote online creation, and develop confidence in the
digital economy.” One web browser with giobal popularity has announced it will launch an ad
blocker in 2018 that will affect advertisements that do not fall within the Coalition for Better
Ads’ “Better Ads Standards,” which could also disrupt ad revenue flows to pirate sites.

Regarding physical marketplaces, both Argentina and Thailand have significantly stepped
up enforcement and used novel approaches to increase the sustainability of their efforts. In
January 2017, with the support of Argentina’s national government, Buenos Aires city
authorities evicted 2,000 illegal street vendors from the Once neighborhood. The government
relocated these street vendors to nearby commercial facilities and provided them with a stipend
and a two-month business-training course organized by the Argentine Confederation of Small
and Medium-Sized Enterprises. Nearly one-half of the evicted street vendors are now operating
legally from two new locations in Buenos Aires. High profile arrests of two alleged leaders and
many associates of notorious market La Salada in June and October 2017, followed by large-
scale enforcement operations in December 2017, have sent a firm message that the Argentine
government is cracking down on marketplaces known for counterfeit and pirated goods.

At the direction of the Prime Minister, Thailand has focused enforcement efforts on
thirteen previously listed notorious markets as well as other markets throughout the country.
From January to September 2017, Thai authorities carried out more than 700 raids and seized
almost 150,000 infringing items. Thailand authorities established on-site [P Enforcement

Centers in five high-priority shopping areas to enhance timely responses to complaints, visibility

¢ See htips/Awww citvollondon.police. uk/advice-nnd-support/fraud-and-econamic-crime/pipen/Pages/O Dcrglion-

cregtive aspx.
7 See hitp: r‘fwww n.ultunewmmunu.allon gouy.fivDocumentation/Rapports/Rapport-208 5-2016-de-1a-C hurlc de-
spect-du-droit-d-auteur-ct-des-droiis-voisins.
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of enforcement, coordination among Thai enforcement agencies, and cooperation with right
holders. Also in 2017, the Thai IP office and other enforcement agencies have worked closely
with public and private property owners including by sending formal letters requesting property
owners to monitor and warn their tenants to refrain from seiling counterfeit and pirated goods.

The International Chamber of Commerce, Business Action to Stop Counterfeiting and
Piracy (BASCAP) released in September 2017 a new resource on best practices to combat
counterfeiting and piracy challenges for landlords and property owners, governments, and
enforcement agencies.® For example, the resource includes model lease provisions prohibiting
counterfeit and piracy activities that could assist property owners in the physical markets
identified in this List.

The United States commends these efforts and encourages its trading partners to continue

their individual and cooperative efforts to combat piracy and counterfeiting.

8 See hitps:/edn.icowbo.org/contentfuploads/sites/3/201 7/09/1CC-BASCAP-Landlords-Paper. pdf.
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