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(DRAFT)
MEMORANDUM OF UNDERSTANDING
BETWEEN

THE ROYAL THATI CUSTOMS DEPARTMENT
AND
THE DEPARTMENT OF ENERGY OF THE UNITED STATES OF AMERICA

IN SUPPORT OF THE
DECLARATION OF PRINCIPLES

GOVERNING COOPERATION INCLUDING THE POSTING OF U.S, CUSTOMS
AND BORDER PROTECTION OFFICERS AT THE PORT OF LAEM CHABANG,

THAILAND

BETWEEN

THE ROYAL THAI CUSTOMS DEPARTMENT
AND
THE BUREAU OF CUSTOMS AND BORDER PROTECTION
OF THE UNITED STATES OF AMERICA

The Royal Thai Customs Department (RTCD) and the Department of Energy of the United States
of America (DOE), hereinafter referred to collectively as the “Participants”;

RECOGNIZING the high volume of trade between the Port of Laem Chabang, Thailand and
seaports in the United States of America, and Laem Chabang’s role as an intermodal transport
hub for cargo originating in many countries;

BEING CONVINCED of a need to deter, prevent, and interdict any terrorist attempt to disrupt
global trade through or from the Port of Laem Chabang or to attempt to make use of commercial
shipping to further terrorist schemes; and

NOTING the U.S. Container Security Initiative (CSI), which is designed to safeguard global
maritime trade by enhancing cooperation at seaports worldwide to identify and examine high-risk
containers and ensure their in-transit integrity; and

ACKNOWLEDGING the Declaration of Principles Governing Cooperation Including the
Posting of U.S. Customs and Border Protection Officers at the Port of Laem Chabang, Thailand
between the Royal Thai Customs Department and the Bureau of Customs and Border Protection
of the United States of America signed June 11, 2003 (hereinafter “CSI Declaration of

Principles™);

COME TO THE FOLLOWING UNDERSTANDING:

I. SCOPE OF COOPERATION

1. The DOE, through its National Nuclear Security Administration, may provide the RTCD
technical assistance in the form of equipment and materials, as well as training and
services, for use at the Port of Laem Chabang to examine containerized cargo containers,
for the purpose of detecting and interdicting illicit special nuclear material and other



radioactive material. As used herein, “special nuclear material” means plutonium, and
uranium enriched to 20 percent or more in the isotope U-235; and “other radioactive
material” includes, but is not limited to, radioactive sources suitaole for use in
radiological dispersal devices.

DOE’s technical assistance may inctude, but is not limited to:

a. delivery and installation at the Port of Laem Chabang of equipment and devices
adapted as appropriate for customs control conditions (including testing, setup,
and demonstration of the equipment and devices},

b. delivery of spare parts kits, test equipment and other maintenance equipment to
maintain equipment and devices;

C. training of RTCD personnel and other appropriate personnel in detection of
special nuclear material and other radioactive material, and in the proper use and
maintenance of equipment provided by DOE;

d. consultations and coordination to facilitate sustainability and operability of the
equipment, training and other assistance provided by DOE;

€. additional areas of cooperation of mutual interest to DOE and the RTCD in
support of CSI and the CSI Declaration of Principles.

Upon reasonable request by DOE, representatives of the DOE may make technical
evaluations of the equipment supplied under this Memorandum of Understanding (MOU)
for a period of three years starting from the deployment date of the equipment.

DOE and the RTCD may' conduct technical workshops, consultations, site surveys,
verification inspections and acceptance testing of materials and installed equipment, to
assist RTCD to ensure the sustainability and operability of the equipment, training and
other assistance provided by DOE. Joint working groups of technical experts may be
formed to exchange technical information and to make proposals cn technical and
training matters to ensure the effective implementation of this MOU.

The terms of any technical assistance provided under this MOU are expected to be set
forth in contracts or other written arrangements between DOE and the RTCD or their

designated implementing agents.

The RTCD should endeavor to ensure that equipment and materials provided under this
MOU are afforded priority processing to allow prompt engineering approvals, and
equipment and materials deliveries to their ultimate destination at the Port of Laem

Chabang, Thailand.

The DOE intends to provide maintenance, spare parts and all related equipment as well as
services and be responsible for the use (including breakdowns) of the related equipment

2-



and materials provided under this MOU, as set forth in a maintenance and sustainability
plan mutually determined by the Partictpants.

II. PROVISION OF INFORMATION

RTCD is to furnish the Bureau of Customs and Border Protection of the United States of
America, through its representatives present in Thailand, with data on the detections or seizures
made of special nuclear material and of other radioactive material, resulting from the use of the
equipment and materials supplied under this MOU. The datais to be presented in a format and in
accordance with a schedule to be determined by the Participants.

[II. NON-TRANSFER, NON-DISCLOSURE

Information obtained by either Participant’s Government as a result of the technical
assessment and implementation of cooperation under this MOU is not to be disclosed to a
third government or other third party without the prior written consent of the other
Participant. Transfer of information by either Participant’s Government, as required
under international agreements to which such Government is a party, is not regarded as
such disclosure to third governments or other third parties. The fact of any such transfer
of information to a third government or other third party should be promptly notified to
the other Participant in writing.

Unless the written consent of the DOE has first been obtained, the RTCD is not to
transfer title to, or possession of, any equipment provided by the DOE pursuant to this
MOU, other than to other bureaus, agencies or departments of the Government of the

Kingdom of Thailand.

IV. TAX AND CUSTOMS TREATMENT OF EQUIPMENT

The Participants understand that the DOE is not to pay any taxes, duties, or other charges
on equipment, materials, training or services provided by the DOE under this MOU.

The Royal Thai Customs Department will exempt all imports under this MOU from all
customs duties and other taxes concerned. Local purchases of equipment, materials,
training or services will be procured through the American Embassy, which is exempt

from value added taxes.

V. GENERAL PROVISION

The MOU represents a political commitment by both sides and does not constitute a legally
binding agreement. All activities of each Participant and its implementing agents under this
MOU are to be carried out in accordance with the laws and regulations of that Participant’s

-3-



Government and applicable international agreements to which that Participant’s Government is
party.

V. EFFECTIVE DATE, MODIFICATION AND DURATION

Implementation of this MOU is to begin upon signature by both Participants. This MOU may be
modified in writing by the Participants’ mutual consent. Any such modification is to take effect
upon signature by the Participants. If either Participant wishes to end its cooperation under the
MOU, it should endeavor to provide at least 90 days’ advance written notice to the other

Participant.

Signed at this day of , 2005, in duplicate, in
the English language.

FOR THE ROYAL THAI CUSTOMS FOR THE DEPARTMENT OF
ENERGY
DEPARTMENT: OF THE UNITED STATES OF
AMERICA:
(Sathit Limpongpan) {Alexander A. Arvizu)
Director General Deputy Chief of Mission
The Royal Thai Customs Department The U.S. Embassy
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Equipment

+Types of Equipment typically provided:
* Fixed
» Vehicle monitors
» Rail monitors

& O e
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~* Handheld
» Personal Radiation Pagers (PRDs)
» Radioisotopic Identifiers (RIIDs)
= Survey meters
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MEGAPORTS INITIATIVE — THAILAND
Project Proposal—Fcbruary 2005

Radiation Detection {(Megaports) Initiative

Proposal for Project with Kingdom of Thailand

The United States Department of Energy’s National Nuclear Security Administration
(DOE/NNSA) is very interested in collaborating with the appropriate authorities in
Kingdom of Thailand on an installation project at the Port of Laem Chabang. The
objective of the project is to develop and demonstrate solutions to ensure the integrity of
the supply chain against illicit trafficking in nuclear and other radioactive materials that
could be used in a weapon of mass déstruction, without disrupting ongoing port
operations. The project is primarily focused on container traffic.

Equipment, installation, training, and maintenance (for a five year period) would be paid

for by the DOE/NNSA. A similar project has been implemented at the Port of
Rotterdam and detection equipment and the Greek Port of Piraeus, with near-term

installation at the Port of Colombo, Sri Lanka.

We would very much like to initiate the program in more Asian ports, and the Kingdom
of Thailand’s Port of Laem Chabang would be an excellent location, given the
Kingdom’s substantial efforts to enhance maritime and port security and commitment to

fight global terrorism.

Implementation of the Megaports Initiative

1. Assistance Provided at no-cost to the Kingdom of Thailand

As the implementing agency for the initiative, DOE/NNSA would, at no cost to Kingdom
of Thailand provide all equipment utilized under this initiative and pay for the installation
of the equipment and the requisite training. In addition, DOE/NNSA will put a
maintenance contract in place for a period of five years to assist the Kingdom of Thailand
in sustaining the infrastructure provided by DOE/NNSA. ‘While DOE/NNSA cannot
state with certainty the total investment in a Megaports installation at the Port of Laem
Chabang, DOE/NNSA estimates that the total investment (i.e., the total amount of
assistance provided at no-cost to Thailand) would range from USD 7-10 million.

In connection with implementation at the Port of Laem Chabang, DOE/NNSA would
propose to import all equipment to be provided at no cost to Thailand, as well as
equipment necessary for construction (if any) through the United States Embassy in
Thailand. Importation of equipment under US Embassy auspices would allow the
technical assistance to be provided to enter Thailand duty-free.

2. Benefits of Implementation

By adding radiation detection capabilities at the Port of Laem Chabang, the Kingdom
would be able to passively and non-intrusively screen cargo for nuclear and other
radioactive materials. This ability will not only assist in the global war on terrorism, but
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also provide Thailand with the technical means to protect its citizens {rom accidental
exposure to radiation that ceuld be prescnt in cargo illegally being shipped to or through

Thatland.

This capability can be added with no or minimal impact on normal port operations, while
adding to the reputation of Laem Chabang as a premier, safe and secure.

The radiation detection vehicle monitors provided under the Megaports Initiative do not
contain radioactive material. L.

3. Sratus of Initiative World-wide

In order to ensure good regional coverage, DOE/NNSA is engaged in extensive
discussions with countries South East Asia, South Asia, and Asia generally. In South
East Asia, DOE/NNSA will begin implementation in Indonesia, Malaysia, the
Philippines, and Singapore within the néxt few months.

Status of the Megaports Initiative—January 2005

Lt
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4. Benefits of Participation in the Megaports Initiative

In addition to enhancing the Kingdom of Thailand’s ability to participate in the global
war on terrorism and deter, detect, and interdict illicit trafficking in special nuclear
materials, participation in the Megaports Initiative has other direct benefits to the
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Kingdom. Because of the sensitivity of the radiation detection equipment provided, the
system is also able to detect the components of “dirty bombs” and other radioactively
contaminated materials such as contaminated scrap metal and medical waste. As a result,
the instalied systems will help ensure the health and safety of Thai citizens from a broad

range of radiation threats.

Implementation of the Megaports Initiative in Thailand will also provide economic
benefits to Thailand. Construction for and installation of the equipment provided by the
DOE/NNSA will require the assistance of Thai congstruction and information technology

companies.

Human resources development is an additional benefit. Thai government officials and
port employees, and relevant private companies will be trained to operate and maintain
the installed equipment. The new skill sets learned will enable Thai companies to sustain
the installed systems and work on other high-technology systems as well.

Finally, installation of equipment under the Megaports Initiative will help reduce the
likelihood that the maritime trading system is used to trancport or detonate nuclear and
other radioactive materials, or a weapon of mass destruction of radiological dispersal
device (i.e., dirty bomb). Major economic dislocation worldwide was caused by the
shutdown of airports after September 11. Major economic dislocation on a global scale
will certainly ensue if seaports are shutdown for any amount time.

In'the event of an event involving special nuclear or other radioactive materials being
shipped in the maritime system, the installation of radiation detection equipment in
Thailand will help-ensure that cargo that has come from, or through, the Port of Lacm
Chabang are free of such materials and can continue to move freely.
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Implementation Process

Megaports Initiative Process

Port Selection Planning Implementation Sustainability
| — —> | g
Executive Decisionte Technical Engineering & System Operability
engage host country Survey Comm Design Checkups
S“&%%’P 0221%’13 E’
- Spare
o
‘Bﬂa feral 2 Parts
Discussions Coniceptual |E omstruction
Governmert ta Design & °
Gavernment | =
Design Equipment
Requirements Installation Equipmem
J' Maintenance
Deslgn Review Test&
and Acceptance Acceptance i
Tum over {a .L_on_g'i-Tenn
Host Government Trafning

1. Government-to-Government Discussions: Government-to-Government discussions
have taken place over the past year and the US believes that these discussions are
substantially finished, and further that the next joint activity is to sign the MOU, which

formally begins implementation of the Initiative.

2. Technical Survey & Conceptual Design: Ir. most cases after an agreement has been
finalized, a project team consisting of US National Laboratory technical specialists will
perform a technical survey of the port, working together with Kingdom of Thailand
Government authorities and the port operators, to gather the necessary information to
_determine strategic equipment location points for the project, as well as to estimate
equipment needs, and discuss training issues. Based on results of the technical survey, a
conceptual design proposal will be developed that includes the port layout, proposed
equipment needs, and installation requirements. This proposal would be submitted to the

Kingdom for review and approval.

Because of the strong interest of DOE/NNSA to move forward quickly in cooperation with
the Kingdom of Thailand, DOE/NNSA is willing to commit, schedule, and send a technical
survey team to Thailand in March/April to begin the Megaports implementation process.
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The results of the technical survey would be shared and discussed after the signing of the
MOU.

3. Egquipment Procurement & Installation: After the conceptual design for the project is
completed and agreed upon, a detaited engineering and communications design will be
prepared by an engineering/design firm that provides all the necessary information and
specifications for equipment needs, placement, site preparation and construction work (if
any) and installation requirements. This design will include precise details, such as the
radiation detection equipment, communication systems, integration with the port security,
and operations control. .

The equipment provided under the Megaports Initiative will be determined after the
technical survey is conducted. The equipment will be paid for by DOE/NNSA, and will

likely include:
* Pocket-type instruments (survey meters)
[http://www tsasystems.com/products/hand_held. PRM-470.html]}
* Hand-held instruments (e.g., detectors and isotope identifiers)
[http:/fwww . saic.com/products/security/gr-135/]

e Fixed portal monitors (vehicle)
[http:/fwww.tsasystems.com/products/portal VM-250A . html]

" Associated communications systems to relay data from the monitors to specified
locations at the port and within Kingdom of Thailand, as desired by the

Kingdom.

More speci-ﬁcs on equipment can be found in the website addresses listed in the bullets
above. '

Once the final design is completed and approved by the Kingdom, DOE/NNSA will procure
the equipment, and installation will begin. The design and installation activities should take
approximately 4 to 5 months, After installation, the project team will work together with
the Kingdom to conduct acceptance testing of the radiation detection systems prior to the

beginning of the project.

4. Training & Maintenance: In order to help ensure the success and sustainability of the
project, DOE/NNSA will-provide Kingdom of Thailand port and oversight officials with
appropriate training. The training program is based on a “train the trainer” approach to
develop a sustainable infrastructure in Kingdom of Thailand and includes hands-on regional
and field training on the system, operations and maintenance practices, and development of
the appropriate response protocols. The training program would include both specific in-
country training and training at the Department of Energy’s HAMMER facility in Richland,

Washington.

Spare parts and maintenance for installed equipment will also be provided for a period of
five years after deployment. :
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5. Assessment and Next Steps: Assess effectiveness of the project. Explore viability and
utility of scaling up the project to include additional port facilities after implementation at

the Port of Laem Chabang, if desired by both parties.

Roles and Responsibilities

1.S. 7 ‘ Kingdom of Thailand

* Agree to pa rhc:pate in the Megaports

* Design (in consultation with
Program

Kingdom of Thailand), fund, and
mstall systems

. Aidi in design ofsystem and concur on o
f naldes:gn :

_’ Integrate systems into existing port :
system as desired R * Jdentify persormel to be ti‘dinqd

* Develop and implement domes't:c
rcsponse procedures and protocols

® pProvide training on operations and
maintenance + Consult w1th U.S. on aIarm
. and seizitres inade as a res

* Acceptance test systems

* Provide spare parts s system R

® Consult on alari assessment iand -
seizures made as a result of the -
equipment
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Next Steps and Proposced Schedule

January 2005

Delegation from DOE/NNSA and Szndia National Laboratories travels to King
Tha:land to conduct MOU discussicns on Megaports Initiative with appropriatc
of Thailand government officizls and port operators. Thai Customs is the et !

contact for DOE/NNSA s visit.

February/March 2005

High-level delegation from DOE/NNSA travels to Kingdom of Thailand to sig:: |
agreeing to participation in the program.

March/April 2005

Technical survey team visits Kingdom of Thailand to work cocperatively with K

To Be Determined

As mutually agreed  Proposed locations and designs agreed upon and contracting
vehicle put in place. Discussions begin on training.

As mutually agreed
Evaluation (OT&E) phase begins.

As mutually agreed OT&E ends.

LI2U

of Thailand authorities and port operzator to identify potential locations for the 1+ - ien

porial monitors and related equipment at the Port of Laem Chabang.

Installations completed for the project. Operational Test a nd
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